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Téng quan vé phan phdi khéa lwong tir
(Quantum Key Distribution)

Nguyén Cam Ly
Trung tdm nghién ctru va phat trién Toshiba, Nhat Ban

TOM TAT:

Phan phdi khéa lugng tir (Quantum Key Distribution - QKD) dugc
ky vong 14 phuong phap bao mét an toan tuyét ddi bat chap su tién
b ctia khoa hoc may tinh bao gdm su ra doi ctia may tinh luong tir.
QKD dugc dung dé bao vé dir lidu c6 do nhay cam va tinh quan
trong cao trong nhiéu nganh céng nghiép nhu tai chinh, qudc phong,
y t&. Bai viét nay trudc tién gidi thiéu so luge vé QKD ciing nhu tim
quan trong cua nd, va gidi thi€u thanh tuu chinh trong nghién ctru
thuc nghiém QKD nhiing nam gan ddy. Bén canh dé, bai viét gidi
thiéu céc t6 chtrc & Nhat Ban ciing nhu trén thé gisi tham gia nghién
clru va phat trién hé théng QKD.

Tir khéa: Phdn phdi khéa lwong tik, bao mdt, div liéu.

1. Gi6i thi¢u vé phan phdi khoa hrgng tir

Nhitng nim gan day, khi hé thong cong nghé thong tin va lugng dir
liéu phat trién nhanh chong, mot trong nhiing thach thirc 16n nhét 1a
viéc bao mat dir liéu. Viéc ngay cang cé nhiéu dir liéu quan trong
dugc luu trit trong cac may chu tir xa, chang han nhu trén ddm may
(cloud), khién viéc lam thé nao dé truy cép di liéu mdt cach an toan
tré thanh mdi quan tim hang dau. Trong cac phuong phap bao mat
truyén théng, khoa mat ma duogc tao ra dya trén kha nang khoé tinh
toan duoc ciia mot sé ham sb toan hoc. Tuy nhién cac phuong phap
bao mat ndy c6 kha nang bj tdn cong, vi du khi may tinh luong tu
(quantum computer) dugc dua vao sir dung. Nguoc lai, phan phdi
khoa lugng tir (quantum key distribution, viét tit 1a QKD) [1], dugc
dé xuét vao thap ki 80, dugc chimg minh trén ly thuyét 1a phuong
phap bao mat an toan tuyét ddi. Do d6, QKD duoc ding dé bao vé
dir liéu c6 do nhay cam va tinh quan trong cao trong nhiéu nganh
cong nghiép nhu tai chinh, qudc phong, tién ich, y té, co so ha ting
trong thanh phd thong minh...

Ban chét caa QKD Ia dya vao viéc ma hoa tung bit cia khoa bao
mat bang mot hat anh sang (photon) don 1¢ truyén qua, vi du, mot
s¢i quang thong thuong. Khi hai nguoi dung (user) & cach xa nhau
va ban dau khong chia sé mot khda bi mat, QKD cho phép ho tao ra
mot chudi bi mat ngdu nhién chung, hay con goi 1a khéa bi mat.
Thong tin duge ma hoa trong trang thai chong chat ciia cac hat tai
dién vat ly ¢ muc lugng tir don. QKD sir dung céac photon, tirc cac
qubit bay nhanh nhat bang strc manh ndi tai ctia ching dé tach roi
va d& kiém soat. Bat ky cach nao nham doc trom cac photon déu lam
x40 tron hé théng nén nguoi dung cé thé phat hién duoc. Do do,
QKD dam bao bao mat tuyét dbi ngay ca khi toan hoc va dién toan
¢6 nhiing budc nhay vot, bao gdbm ca kha nang xu Iy ctia may tinh
luong tir.

2. Téng quan vé su phat trién nhirng nam g?m day

Sau ba thap ky ké tir thir nghiém QKD dau tién nam 1989 dugc tién
hanh véi khodng 1a 32 ¢m [2], the gidi da ghi nhan nhi€u thanh tyu
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to 16n trong viéc phat trién hé thdng QKD. Chuong
ndy tom tdt cac tién bd trén mét thue nghiém nhiing
nam gan day ciing nhu cac hé thong QKD thuong mai.

2.1. Sw phdt trién trén mdt thuc nghi¢m

Nam 2004, Toshiba 14 cong ty dau tién thir nghiém
thanh cong viéc truyén QKD trén 100 km soi quang
[3]. Tiép do, khoang cach da dugc day 1én 500 km [4].
Ngoai khoang céch xa, téc do truyén QKD cao rat
quan trong dbi véi cac ting dung thyc té. Toshiba tiép
tuc tién phong trong viéc so hiru tbe do truyén QKD
trén 100 km 1a 1 Mbit/gidy vao nam 2010, va 10
Mbit/gidy vao nam 2017 [5].

Ngoai cac thanh tyu truyén QKD béng soi quang,
truyén khoa luong tir qua vé tinh ciing dat duoc nhiéu
budc tién quan trong. Thi nghiém QKD vé tinh lugng
ttr vao nam 2017 trén 1200 km ctia Trung Qudc [6] va
7600 km vao nam 2018 gitra Trung Quodc va Ao [7]
dugc coi la bude ngoat 16n trong nhiing ndm gan day.
Ngoai ra, thé gi6i ghi nhan nhing nd luc truyen khoa
luong tir théng qua vé tinh ctia Chau Au, Hoa Ky,
Canada, Nhat Ban va Singapore [8].

2.2. Cdc hé théng QKD thwong mai

Hién nay, mot sd cong ty nhu tap doan Toshiba, ID
Quantique, Quantum CTek, Qasky da thuong mai héa
céc hé théng QKD. Vi du Toshiba cung cdp hé théng
QKD da kénh (multiplexed QKD system) c6 tde do 40
kbit/gidy, va khoang cach truyén t6i da 1a 70 km va hé
thong QKD dudng dai (long distance QKD system) co
tdc do 300 kbit/gidy, va khoang cach truyén t6i da la
120 km [9].

Nam 2020, Trung Qubc da hoan thanh tuyén duong
truc cap quang dai 2000 km gitra Bic Kinh dén
Thuong Hai [10]. Vuong qudc Anh da khoi dong du
an Trung tam Truyén théng Luong tir nham muc dich
xdy dung cac mang luong tir 6 Anh [11]. Hoa Ky dang
trién khai mang lugng tir soi tdi dau tién ciia ho két ndi
Washington DC véi Boston trén 800 km [12]. Ngoai
ra, QKD di duoc tung dung trong thuc té [13], nhu
QKD dugc sir dung dé ma hoa thong tin lién lac bao
mét trong cudc bau ctr Thuy ST nam 2007 va World
Cup 2010. Tai Trung Qubc, QKD dang duogc sur dung
rong rdi dé dam bao an ninh lau dai cho nhiéu ngudi
dung trong chinh phu, nganh tai chinh va nang luong
[10], bao gdm Ngan hang Nhan dan Trung Quéc, Uy
ban Diéu tiét Ngan hang Trung Qudc va Cong nghiép
va Ngan hang Thuong mai Trung Qudc.

3. Cac mang lwéi nghién ciru QKD & Nhit Bian va
trén thé gioi

3.1. Mang lwdi nghién ciru ¢ Nhit Bdn

Mang QKD Tokyo, dugc khanh thanh vao ngay nam
2010 [14], bao gdm su hop tac qudc té gitta bon dbi
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tac tor Nhéat Ban la cac cong ty NEC, Mitsubishi
Electric, NTT va Vién Cong nghé Thong tin va Truyén
thong Québc gia (NICT), va ba dbi tac ciia Chau Au la
Toshiba Research Europe Ltd. (Anh), Id Quantique
(Thuy S7) va All Vienna (Ao).

C6 ba muc tiéu chinh trong mang lu6i QKD Tokyo.
Muc tiéu ddu tién sé 1 phat trién hé thong QKD cho
cac mang IP d6 thi trong pham vi 50 km véi tbc do
phat chinh ti thidu 1a 1 Mbit/gidy. Muc tiéu thi hai 1a
xdy dung mot hé théng QKD vuot qua pham vi 100
km véi tdc do tao chinh 1a 10 kbit/gidy trd 1én. Muc
tiéu thir ba 1a phat trién phan cimg co ban cho bo lap
luong tar.

3.2. Mang ludi nghién civu trén thé givi

Mang DARPA (DARPA quantum network) (2002—
2007) [15], mang luéi QKD déu tién trén thé gidi,
dugc phat trién boi BBN Technologies, Pai hoc
Harvard, Pai hoc Boston, véi su hop tac tur IBM
Research, Vién Tiéu chun va Cong nghé Qudc gia, va
QinetiQ. DARPA hd trg mdt mang mdy tinh Internet
dua trén tiéu chudn dugc bao vé boi phan phdi khéa
luong ti. DARPA phén ph01 khéa luong tr chay lién
tuc trong 4 nam, 24 gid mdi ngdy, tir nam 2004 dén
nam 2007 tai Massachusetts, Hoa Ky.

Mang SECOQC (truyén thong an toan dua trén mat
ma lugng tr) [16], mang mdy tinh dau tién trén thé gioi
dugc bao vé bang QKD, duoc trién khai vao nam
2008, tai Vienna, Ao. Mang luéi nay di st dung 200
km cap quang tiéu chuan dé két ndi sau dia diém trén
khip Vienna va thi trdn St Poelten.

Mang SwissQuantum [17] duoc lap dat tai Geneva,
Thuy ST vao ndm 2009. Muc tiéu chinh cua dy la xac
nhén do tin cay va do bén bi cua QKD trong mdi
truong thuc dia. L6p lugng tir hoat dong trong gan 2
nam cho dén khi du an ngimg hoat dong vao nam
2011.

Mang Trung Qubc [18] 1a mang luong tir phan cap
dugc kiém chimg tai Vu Ho Trung Qudc vao nam
2009. Mang phan cap bao gom mdt mang xuong song
gom bén nut két n6i mdt sO mang con. Cac niit xuong
sdng duoc két nbi thong qua mot b dinh tuyén luong
ttr chuyén mach quang. Thi nghiém lugng tir & quy md
khong gian (QUESS) [19] duoc khoi dong vao nam
2016. QUESS di tao ra mot kénh QKD qudc té gitra
Trung Qubc va Vién Quang hoc Lugng tir va Thong
tin Lugng tr & Vienna, Ao véi khoang cach mat dét 1a
7500 km. N6 cho phép cudc goi video luong tir an toan
lién luc dia ddu tién. Nam 2017, mot tuyén cap quang
dai 2000 km da di vao hoat dong giira Bic Kinh, Té
Nam, Hop Phi va Thugng Hai. Ching tao thanh mang
luong tir mat dat khong gian dau tién trén thé giéi.
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4. Gi6i thiéu cac td chirc nghién ciru QKD & Nhat

Béan

4.1. Trung tam nghién ciru va phdt trién Toshiba
(Toshiba R&D)

Website: https://www.toshiba.co.jp/gkd/en/index.htm

Tam nhin cua Toshiba 1a phat trién hé théng QKD dé
bao vé thong tin lién lac ctia thé gidi khoi cac mdi de
doa do nhiing tién b trong may tinh va toan hoc tao
ra. Toshiba nghién ciru hé théng vat Iy mang dé bao vé
thong tin ca nhan ctia cong dan va cong ty. Toshiba ap
dung cdc quy ludt co ban cua Vat ly lugng tir trong
dich vu QKD dé bao mét thong tin. Cach tiép can ctia
Toshiba 1a cung cip cho céac t6 chirc kha nang cach
mang héa co s ha ting cong nghé thong tin cia ho
v6i cac phuong tién truyén thong an toan nhét hién
nay.

4.2. Trung tam phdt trién irng dung cong nghé thong
tin lugng tw NICT (Quantum ICT Advanced
Development Center)

Website:
https://www.nict.go.jp/en/quantum/index.html
Director: Masahiro Takeoka

Muc tiéu ctia NICT 1a cung cap may do photon don
siéu dan (superconducting single photon detector,
SSPD) va két hop tit ca cac cong nghé c6 san dé hién
thue héa mang QKD. NICT dang nghién ctru mach
quang lugng tir dé diéu khién thong nhat cac bién roi
rac va lién tuc, str dung trang thai ép, dém photon va
ddng phan. NICT &p dung cac thanh quéa nghién ciru
trén cho viée xtr ly thong tin luwgng ti tai cac nit mang
quang, dé udc lugng dung lugng ciia cac kénh quang.

Ngoai ra, NICT thuc day phat trién hé théng phan phbi
khoa lugng tor (QKD) va cac céng nghé co ban lién
quan, bang cach tai trg cho cac t6 chuc nghién clru
khac.

4.3. Phong nghién citu co ban NTT (NTT Basic
Research Laboratory)

Website: http://www.brl.ntt.co.jp/e/
Director: Dr. Hideki Gotoh

NTT tham gia nghién ctru quang hoc luong tu, 1a linh
vuc co ban cuia cong nghé truyén thong va thong tin
luong tir (Quantum ICT). NTT tham gia nghién ctru ca
thuc nghiém va Iy thuyét lién quan dén QKD. Trong
thuc nghiém, vi dy, NTT két hop vai dai hoc Stanford
thue nghiém protocol BB84 QKD str dung bd phat
photon don véi mot chidm luong ti. Trong 1y thuyét,
vi du, NTT va Pai hoc Stanford d& xuét giao thuc
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QKD mdi rat don gian va ¢ thé ap dung duoc véi tdc
dd xung nhip cao va c6 kha nang chiu dung tot doi véi
cugc tan cong phan tach so photon.

Ngoai ra, NTT ciing dang phat trién may do photon
don (single-photon detector, SPD) véi nhiéu cai tién.
Vidu, NTT da phat trién va mot hé théng SPD chuyén
d6i tan s6 bang cach tang tan sb photon. Pac biét, NTT
da dan dau trong viéc tao cap photon vudng viu bang
tan vién thong va cac tng dung QKD cua no.

Trong tuong lai, NTT theo dudi nghién ctru va phat
trién céc bg 1ap lugng tir va ket noi cac may }inh luong
t tur xa dé dat dugc mang luong tir phat trién cao.

4.4. Cdc t6 chirc nghién citu khdc

Ngoai céc t6 chirc nghién ciru da giéi thiéu & trén, Nhat
Ban con cé cac cong ty, truong dai hoc hoat dong sbi
ndi trong nghién ciru vé QKD nhu NEC, Mitsubishi
Electric Co Ltd, Pai hoc Tokyo (the University of
Tokyo), Vién Tin hoc Québc gia (National Institute of
Informatics), Vién Vat liéu Qudc gia Khoa hoc
(National Institute of Materials Science) va Pai hoc
Nippon (University Nippon)

5. Két luan

Ngay nay, khi viéc bao vé quyén riéng tu cua dir liéu
ngay cang thiét yéu, sy bao mat tuyét déi ma phan phdi
khoa lugng tir(QKD) mang lai thyc su hap dan. Tuy
nhién hién nay con ton tai nhleu van d& can giai quyét
trong nghién ctru va phat trién hé thdng QKD, ciing
nhu trong viéc &p dung vao trong thuc té. Vi du, dé tao
ra mdt hé théng QKD chay 6n dinh trong thoi gian dai
v6i hiéu suét 16n, gitra hai ngudi ding cach xa nhau 1a
mdt trong nhitng thach thirc 16n. Céc t6 chiic nghién
clru d va dang chung tay nd luc giai quyét cac van dé
ton dong. Bai viét nay trudc tién gidi thiéu so luge vé
QKD ciing nhu tdm quan trong ctia nd, va gioi thidu
thanh tuu chinh trong nghién ctru thyc nghiém QKD
nhing nam gan day. Bén canh do, bai viét gi6i thiéu
cac to chirc & Nhat Ban cling nhu trén thé gi6i tham
gia nghién ctru va phat trién hé thdng QKD.
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